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Medicine counterfeiting is a serious issue worldwide, involving potentially devastating health repercus-

sions. Advanced anti-counterfeit technology for drugs has therefore aroused intensive interest. However,

existing anti-counterfeit technologies are associated with drawbacks such as the high cost, complex

fabrication process, sophisticated operation and incapability in authenticating drug ingredients. In this

contribution, we developed a smart phone recognition based upconversion fluorescent three-

dimensional (3D) quick response (QR) code for tracking and anti-counterfeiting of drugs. We firstly for-

mulated three colored inks incorporating upconversion nanoparticles with RGB (i.e., red, green and blue)

emission colors. Using a modified inkjet printer, we printed a series of colors by precisely regulating the

overlap of these three inks. Meanwhile, we developed a multilayer printing and splitting technology,

which significantly increases the information storage capacity per unit area. As an example, we directly

printed the upconversion fluorescent 3D QR code on the surface of drug capsules. The 3D QR code con-

sisted of three different color layers with each layer encoded by information of different aspects of the

drug. A smart phone APP was designed to decode the multicolor 3D QR code, providing the authenticity

and related information of drugs. The developed technology possesses merits in terms of low cost,

ease of operation, high throughput and high information capacity, thus holds great potential for drug

anti-counterfeiting.

Introduction

Anti-counterfeit technologies for products have been widely
used in the market, while traditional anti-counterfeit techno-
logies are easily infringed. An advanced anti-counterfeit
technology is therefore urgently needed in many important
fields, especially for anti-counterfeit of drugs.1 The World
Health Organization (WHO) reports 10% of the global pharma-
ceutical trade (as high as 25% in developing countries) is
counterfeit,2 which causes the total loss of life between
500 000 and 1 000 000 people per year.3 To address this issue,
significant efforts have been devoted to the development of
advanced technologies for anti-counterfeiting of drugs, which

should be hard to duplicate, easy to prepare, high throughput,
convenient to recognize and inexpensive. For instance, radio
frequency identification (RFID) based on electromagnetic
fields to transfer drug authentication data is one of the emer-
ging technologies for drug anti-counterfeiting. It features the
advantages of its trackability, high information capacity and
contactless recognition.4 However, its high cost (>$25 for
active tags, 7–15 cents for passive tags)5 limits its practical
usage and its rewritability threatens the safety of the stored
information. Holography that can display a fully 3D image of a
holographed subject is commonly used as a security feature on
products including drugs.6 However, holographic technology is
complex and depends on expensive manufacturing equipment.
In addition, most existing anti-counterfeit technologies
perform their functions by tagging on the drug packaging,
which is easy to exchange shoddy drugs for quality drugs by
unscrupulous traders. Therefore, it remains a challenge to
develop a low cost, highly safe and convenient technology for
tracking and anti-counterfeiting of drugs.

To this end, the QR code has been used for anti-counterfeit
technology7,8 and the lithography based QR code has been
recently developed for the tracking and anti-counterfeiting of
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drugs by smartly incorporating an encoded polymer microtag-
gant into a single capsule.9 Nevertheless, the lithography
based QR code requires a complicated fabrication process and
a microscope is needed to manually recognize the micro-sized
tag. Besides lithography, many other technologies have
also been developed to fabricate QR codes, such as laser
engraving,10,11 screen-printing12 and inkjet printing.13 Among
these, inkjet printing offers several advantages, such as
high throughput, designability, low cost and ease of
fabrication.13–17 However, the ease in duplication of current
visible QR codes hinders their widespread applications in drug
anti-counterfeiting.18,19

To address this issue, a fluorescent QR code has been deve-
loped using various fluorescent materials (e.g., quantum dots,
carbon dots and organic dyes).20,21 Although these materials
offer high fluorescence emission intensity and precisely
tunable excitation/emission wavelengths, they are partly
limited by photobleaching, poor photostability, high back-
ground noise and easy duplication.22 Upconversion nano-
particles (UCNPs) that are capable of converting multiple low
energy photons to one higher energy photon can be an excel-
lent candidate for the fabrication of fluorescent QR codes.23 In
addition, UCNPs and near infrared (NIR) excitation sources are
difficult to access, making the upconversion fluorescent QR
code harder to duplicate.7 Moreover, UCNPs are associated
with unique optical features including robust photostability,
long fluorescence life, low background noise and multi-
colors.24 In addition, the design of a multilayer QR code with
better security and accompanying higher capacity potentiates
excellent anti-counterfeiting merits.25

In this study, we reported an upconversion fluorescent
based 3D QR code fabricated by inkjet printing technology for
drug anti-counterfeiting. Firstly, RGB colored printing inks of
UCNPs were synthesized and the printed color was precisely
tuned by controlling the ratio overlapped with RGB upconver-
sion inks. Then, we printed the 3D QR code composed of RGB
color upconversion inks on the surface of drug capsules.
A specialized smart phone application (APP) was developed to
decode the complicated 3D QR code, providing a basic descrip-
tion of the drug, picture of drug packaging and website of the
drug manufacturer. Subsequently, authenticity and related
information of the drugs were verified by the obtained infor-
mation from the 3D QR code. The developed user-friendly
technology possesses merits in terms of high throughput, high
information capacity, low cost, and could be widely used as a
powerful and convenient method for various anti-counterfeit-
ing applications.

Materials and methods
Materials

YCl3·6H2O, YbCl3·6H2O, ErCl3·6H2O, TmCl3·6H2O, and
ammonium fluoride (NH4F) were purchased from Sigma
Aldrich and used as received. 1-Octadecene (90%) and oleic
acid (90%) were purchased from Alfa Aesar. Methanol, cyclo-

hexane, ethanol, glycerol (99.0%) and sodium hydroxide
(NaOH) were purchased from Tianjinzhiyuan Chemical
Reagent Co., Ltd. Poly(acrylic acid) (PAA, Mw = 1800) was pur-
chased from Tianjinyongsheng Chemical Reagent Co., Ltd.
Sodium dodecyl sulfate (SDS) was bought from ChengDu
Kelong Chemical Co., Ltd. Ultrapure water was prepared from
a Milli-Q Integral Water Purification System (resistance >18
MΩ cm−1). All reagents were of analytical grade and used
without any purification.

Synthesis of RGB UCNPs

The synthesis of UCNPs was carried out following literature
procedures.26,27 In a typical synthesis process of β-NaYF4:2%
Er,18% Yb, a mixture of 7.5 mL oleic acid and 15 mL 1-octade-
cene was firstly added into a 100 mL flask and stirred. Sub-
sequently, a 2 mL precursor solution composed of 0.8 mmol
YCl3·6H2O, 0.18 mmol YbCl3·6H2O, and 0.02 mmol
ErCl3·6H2O was added dropwise. After 30 minutes of stirring,
the mixture was heated to 120 °C for 1 hour and 156 °C for
another 1 hour to get rid of water with protection of an argon
atmosphere. Then 4 mmol NH4F and 2.5 mmol NaOH were
dissolved in 10 mL methanol and the resulting solution was
added to the mixture that had been cooled down to room
temperature. The mixture was heated to 110 °C for 1 hour to
get rid of methanol. Then, the mixture was directly heated to
280 °C and kept for 1.5 hours. The resulting product was
obtained after centrifugation at 10 000 revolutions per minute
(rpm) for 10 minutes and washed with ethanol several times.
To synthesize red and blue UCNPs, only the amounts of pre-
cursors were changed as follows: 1.76 mmol YCl3·6H2O,
0.36 mmol YbCl3·6H2O, 0.2 mmol ErCl3·6H2O, 0.04 mmol
TmCl3·6H2O for NaYF4:10% Er,2% Tm and 1.494 mmol
YCl3·6H2O, 0.5 mmol YbCl3·6H2O, 0.006 mmol TmCl3·6H2O
for NaYF4:25% Yb,0.3% Tm.

Surface modification of UCNPs

To make UCNPs water-soluble, a hydrophilic ligand, poly
(acrylic acid), was used for modification of the UCNP surface.
158 mg PAA dissolved in 1 mL ethanol was mixed with 1 mL
chloroform solution containing 15 mg UCNPs. The mixture
was kept under stirring for 24 hours. Then, the obtained solu-
tion was washed several times using ultrapure water and
finally dispersed in water.

Formulation of RGB inks and printing on the surface of drug
capsules

The hydrophilic RGB inks were produced according to our pre-
vious reported method.13 15 mg PAA coated UCNPs were
added to a 3 mL solution mixed with 70% ethanol (10%) and
30% glycerol solution. Then, 3 mg L−1 SDS was added to the
mixture to obtain an appropriate surface tension and dynamic
viscosity for an inkjet printer. Finally, the obtained mixture
was in alternation with sonication and vortex for 10 minutes
and stored in 4 °C for use. For printing of the 3D QR code on
the drug capsule surface, capsule shells were first flattened
after removing the inner drug powder. Then, the flattened
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capsule shells were pasted on A4 paper and printed with pre-
designed 3D QR code patterns. The obtained capsule shells
recovered their shape with the assistance of a cotton swab.
After reloading the drug powder, a drug capsule with the 3D
QR code was finally obtained.

Characterization

A modified Canon iX6580 inkjet printer was used for inkjet
printing. HT7700 transmission electron microscopy was used
for the morphology characterization of samples under an
accelerating voltage of 100 kV. The fluorescence spectra were
recorded with a QuantaMasterTM40 spectrophotometer
equipped with a 250 mW 980 nm laser diode (RGB Laser
Systems). Images of printed patterns were firstly taken by
using a Nikon D90 camera with an IR filter under excitation of
a 980 nm CW laser (Changchun Liangli Photoelectric Co.,
Ltd). The images from the camera were then transferred to an
android phone and followed by the decoding processes with
a self-developed APP in the android phone. All the measure-
ments were performed at room temperature.

Results and discussion

Drug counterfeiting is a serious issue worldwide, involving
potentially devastating health repercussions, which calls for an

advanced anti-counterfeit technology. However, the existing
anti-counterfeit technologies are lacking authentication for the
drug ingredients, and are not user-friendly making them hard
for consumers to access. Herein, we developed a smart phone
recognizable upconversion fluorescent 3D QR code as an
advanced anti-counterfeit technology, which features high
security, tracking and anti-counterfeiting of drugs, conven-
ience and ease of use. Using a modified inkjet printer, we
printed three multicolor layers encoded with different drug
information on the surface of drug capsules (or tablets)
(Fig. 1a). Inkjet printing technology makes the upconversion
fluorescent 3D QR code easy for massive production and high
throughput. No visible patterns can be observed after the 3D
QR code was printed on the surface of capsules, resulting in
an improved anti-counterfeiting effect. The multilayered QR
code with different colors on the drug surface can be recog-
nized by using a smart phone only under excitation of a
980 nm laser (Fig. 1b). To decode the complicated 3D QR code,
we designed a specific APP, which can directly convert the 3D
code to 3 recognizable black/white 2D QR codes and further
verify the information of drugs such as the authenticity and
validity period (Fig. 1c).

Upconversion nanoparticles excited by 980 nm wave-
length possess unique properties of robust photostability,
scale up capability, long fluorescence life and low back-
ground noise, which are suitable for anti-counterfeiting.

Fig. 1 Schematic image of inkjet printing on capsules and results for identification as well as interpretation using a smart phone. (a) Upconversion
fluorescence based 3D QR code printed on capsules using an inkjet printer. (b) Capsule plate loaded drug capsules and upconversion fluorescence
based 3D QR code captured by using a smart phone camera upon near infrared light excitation. (c) Decoding of the captured 3D QR code. Real or
fake will be suggested based on the decoded information.
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Three different colored UCNPs (i.e., RGB) were synthesized
for multicolor printing (Fig. 2a–c). To avoid blocking the
nozzle of inkjet printer, UCNPs were prepared with a
uniform size of 58.5 ± 3.05 nm for red UCNPs (NaYF4:10%
Er,2% Tm), 53.7 ± 2.82 nm for green UCNPs (NaYF4:18%
Yb,2% Er), and 45.9 ± 2.29 nm for blue UCNPs (NaYF4:25%

Yb,0.3% Tm) (Fig. 2d–f ), which is smaller than 1/50 of the
nozzle diameter (∼10 μm) and thus suitable for inkjet print-
ing.28 Under 980 nm laser excitation, the obtained
NaYF4:10% Er,2% Tm, NaYF4:18% Yb,2% Er, and
NaYF4:25% Yb,0.3% Tm UCNPs provided red, green, and
blue emissions respectively (Fig. 2g–i). To investigate the

Fig. 2 Characterization of RGB synthesized upconversion nanoparticles. TEM photos of (a) NaYF4:10% Er,2% Tm (red UCNPs), (b) NaYF4:18% Yb,2%
Er (green UCNPs), and (c) NaYF4:25% Yb,0.3% Tm (blue UCNPs). Size distribution analysis of (d) red, (e) green, (f ) blue UCNPs. Corresponding fluor-
escence photos of (g) red, (h) green, and (i) blue emissions and fluorescence spectra of ( j) red, (k) green, and (l) blue UCNPs under 50 mW mm−2

980 nm laser excitation. The fluorescence photos were taken by dissolving upconversion nanoparticles in cyclohexane solution.
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spectral purity, a modified quantification equation is pro-
posed as follows:29

Sabc ¼ Aa � Ab � Ac
Aa þ Ab þ Ac

;

Sabc is used to quantify the spectral purity of emission a,
where a could be one of the emission lights of red, green or
blue. Aa refers to the emission intensity of a by integrating the
corresponding areas in the fluorescence spectrum. Red, green
and blue emission areas are suggested from 600 to 700 nm,
from 500 to 600 nm, and from 400 to 500 nm, respectively.
From the fluorescence spectrum of the three primary color
inks (Fig. 2j–l), Srgb, Sgbr and Sbrg were calculated to be 0.90,
0.56 and 0.69, respectively, indicating that all the UCNPs
exhibited excellent emission purity, except that green UCNPs
also possessed a red emission.

Generally, red, green, and blue are the three primary colors,
which can be combined to make full colors. Here, a set of RGB
color inks were formulated according to a previous
method.13,30 The RGB additive color model printed on A4
paper was presented under 980 nm laser excitation as
designed (Fig. 3a). Secondary colors, yellow, cyan, and
magenta are formed by additive overlap of equal perceived
intensities of two of the primary colors, whereas white color is

formed at the intersection of all three. It is worth noting that
the color ink box of the commercial inkjet printer is designed
by subtractive three primaries (cyan, magenta, and yellow),
which is different in secondary color generation with additive
three primaries (red, green, blue). Therefore, we should follow
the principle of subtractive three primaries to design the color
pattern. To demonstrate that the inkjet printing system is
capable of printing multicolored patterns, we printed two
color palettes by overlapping blue and red luminescent inks
(Fig. 3b), red and green luminescent inks (Fig. 3c) and blue
and green luminescent inks (Fig. 3d) at surface coverages of
0%, 25%, 75% and 100% respectively. Utilizing the full color
printing technology, various shapes and colorful patterns can
be printed, which could be used as anti-counterfeit patterns in
the passport or currency. In this study, the major green upcon-
version emission accompanies slight red emission. To confirm
the effect of the red emission on color splitting, we obtained
the grayscale image of the red module and green module
through the red channel and the mean gray values were
measured to be 243 and 8, respectively (Fig. S1†). It should be
noted that the mean gray value of the red module is about
30 times higher than that of the green module. This indicates
that the accompanying red emission from green UCNPs has no
significant effect on color splitting. Noteworthily, the mean
gray value of the red module is about 30 times higher than

Fig. 3 RGB based multicolor printing. (a) RGB based three primary colors. Color regulation by printing (b) blue and red luminescent inks, (c) red and
green luminescent inks and (d) blue and green luminescent inks. Picture under NIR light excitation of the 48 luminescent samples printed on the A4
paper and printed by superposing two luminescent inks at surface coverages of 0%, 25%, 75%, and 100%. (e) Red, green and blue inks printed on the
same overlapping surface. The printed pattern could split into three layers according to different color channels, (f ) red, (g) green and (h) blue. Scale
bar represents 5 mm.
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that of the green module. Therefore, we supposed that the
accompanying red emission from green UCNPs had very little
effect on color splitting. For instance, we printed three
different styles of Tuzki using RGB luminescent inks in the
same area (Fig. 3h). It is difficult to distinguish these three
Tuzki styles when they merged in the same layer. However, the
three different styles of the printed multicolor Tuzki pattern
can be split using an image software (e.g. ImageJ), as shown in
Fig. 3e–g, which further proved the feasibility of the 3D QR
code.

Nowadays, lots of anti-counterfeit technologies have been
devoted to packaging-oriented anti-counterfeiting of drugs.
Although they partly protect drugs from forging, they are help-
less in preventing the switch of authentic drugs by fake drugs.
Such methods are susceptible to fraud by means of imitation
and are insufficient for fully authenticating drug ingredients.
Here, as a proof of concept for drug tracking anti-counterfeit
technology, we developed a upconversion fluorescent based 3D
QR code that can be directly printed on the drug surface. To
decode the 3D QR code, a specialized smart phone APP was
developed. The 3D QR code composed of three primary color

QR codes encoded with different information of the drug
(Fig. 4a). A programmed process was designed to read the
encoded 3D QR code. First, the merged 3D QR code was split
into three colored codes through RGB channels (Fig. 4b–d).
The obtained QR codes from different RGB channels were of
black background and light color modules, which could not be
recognized by a common QR code reader. To convert to a com-
monly readable black/white QR code, the obtained three
colored layers were turned to a grayscale image firstly and then
to inverted black and white modules by subtracting 255 with a
gray value of each pixel before taking the absolute value. Then,
the three inverted QR codes were decoded by using common
QR code scanners (Fig. 4e–g). Corresponding to the three
black/white QR codes, three kinds of information were
obtained, including basic drug information, drug photos, and
the website of the pharmaceutical company (Fig. 4h–j). Here,
we demonstrated the 3D QR code exhibiting a complex code
process, strong information capacity and compatibility as a
potential anti-counterfeit technology.

To verify the applicability of 3D QR codes for tracking and
anti-counterfeiting of drugs, we printed a 3D QR code on the

Fig. 4 Principle of the developed smart phone app. (a) 3D QR code merged with three color QR codes. (b) Red layer, (c) green layer and (d) blue
layer split from the 3D QR code through RGB color channels. (e–g) Invert layers refer to the corresponding black/white QR codes inverted from
mono-color QR codes. The inverted layers are able to directly decode by common QR code apps. The decoded results contain three information
types: (h) web link, (i) picture and ( j) text.
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surface of a drug capsule (Fig. 5). Due to the printing resolu-
tion of the inkjet printer, the size of a QR code should be
larger than 1 × 1 cm to obtain a clear pattern required by the
subsequent decoding. Therefore, we flattened the capsule to
print a 3D QR code and then a drug capsule with the 3D QR
code was obtained after recovering its shape using a cotton
swab. The obtained drug capsule exhibited no difference with
un-printed capsules (Fig. 5a). Under excitation of a 980 nm
laser with a power density of 50 mW mm−2, the 3D QR code
on the printed drug capsule showed up clearly (Fig. 5b). The
printed QR code with 1 × 1 cm size turns out to be a curved
surface on the surface of a capsule. Under this condition, the
imaging system was unable to capture the whole QR code
image. We therefore need to unfold the capsule in order to
capture the code. Since the common smart phone camera

cannot focus very well in a dark environment for obtaining a
high quality 3D QR code, we imaged the 3D QR code using a
Nikon D90 camera after unfolding the capsule shell. The
image was then transferred to a common smart phone for
further decoding (Fig. 5c and d). To obtain a high quality 3D
QR code image in a dark environment, a smart phone camera
with a laser assisted focus ability can be used or printing the
3D QR code using bright UCNPs. We then used a smart phone
to recognize the 3D QR code through a specially developed
APP, named a multicolor quick respond code reader (QR gen-
erator) (ESI Video 1†). There are two function buttons as Down-
loadimage and GetQRcode in the main interface (Fig. 5e).
Downloadimage is used for loading 3D QR codes, including
taking the picture or loading the local image (Fig. 5f). After 3D
QR code loading, GetQRcode performs its function to decode

Fig. 5 Decoding process of the 3D QR code printed on the capsule surface using the specialized APP. Photo of a capsule printed with a 3D QR
code under (a) room light (scale bar represents 10 mm) and (b) 980 nm laser excitation in a dark room. (c) 3D QR code captured by a smart phone
and (d) the enlarged figure. (e) Interface of the specialized smart phone app. (f ) Options of 3D QR code input ways under the Downloadimages func-
tion. (g) 3D QR code loaded into the app. (h) Decoding results of the 3D QR code. Three kinds of results successfully decoded from the 3D QR code
are the text of the drug produced date, picture of drug packaging and website of the drug manufacturer. Scale bar represents 5 mm.
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the loaded image (Fig. 5g). The encoded information was
finally obtained from three black/white QR codes produced by
clicking GetQRcode (Fig. 5h). The decoding process of the 3D
QR code using an Android phone was recorded by a video (ESI
Video 1†). The successful decoding of three black/white QR
codes from different channels demonstrates that the green
upconversion emission that accompanies red emission
(Fig. 2k) does not affect the color splitting and subsequent
decoding process (Fig. S2†). For expanding its wide appli-
cations to other drugs (e.g., tablets, caplets), an eatable thin
film could be used as a substrate to print 3D QR codes and
then coated onto the surface of drugs. This will be compatible
for a variety of drugs while retaining high resolution. Addition-
ally, 3D printing has been used for drug production,31,32 which
provides potential to directly print 3D QR codes at the same
time during drug fabrication. However, the usage of an NIR
laser as an excitation light source may limit the practical appli-
cations of 3D QR codes. A small size, portable and cost-
effective NIR LED array as an excitation source to illuminate
the anti-counterfeit pattern would be an alternative excitation
light source.33

As for practical application, the upconversion fluorescent
3D QR code printed capsules should be of no harm and
edible. Typically, UCNPs are believed to be safe for biological
applications, due to the fact that the chemical elements of the
UCNPs may themselves be non-toxic, and secondary toxicity
has not yet been observed.34 However, considering the possible
adverse effects caused from the physical and chemical pro-
perties of UCNPs as a whole, the toxicity of UCNPs remains to
be clarified. Very recently, the toxicity of UCNPs was declared
to be concentration dependent.35 Based on a previous in vivo
study on PAA coated UCNPs, no apparent adverse effect
occurred to the health of mice intravenously injected with a
15–20 mg kg−1 dose.36,37 In our experiment, the 3D QR code
on each drug capsule contains approximately 355 ng of UCNPs
(calculation details are shown in the ESI†). Assuming that one
patient takes three capsules a day, the patient takes approxi-
mately 0.39 mg of UCNPs per year and this level is consider-
ably safe based on previous results.

Conclusion

In summary, we reported a high security, high-throughput,
user-friendly, designable and low cost inkjet printing-based
upconversion fluorescent 3D QR code for drug tracking and
anti-counterfeiting. Three colored printing inks of UCNPs with
red, green and blue light emissions were separately fabricated.
We achieved the precise regulation of printing color and pro-
vided a potential full color printing via controlling the overlap
of the three color inks. Meanwhile, we developed a multilayer
printing and splitting technology, which significantly
increases the information storage capacity compared with 2D
QR codes. As an example of tracking and anti-counterfeiting of
drugs, we utilized this technology to print an upconversion
fluorescent 3D QR code on drug capsules and followed by

decoding with a specialized smart phone APP. The developed
anti-counterfeiting technology not only possesses highly
advanced anti-counterfeit effect but is also user-friendly and
convenient to recognize. Therefore, an upconversion fluo-
rescent based 3D QR code is promising as a powerful tool for
drug anti-counterfeiting.
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